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EXECUTIVE SUMMARY

Introduction

For the first time in human history, a large number of people from all parts of the world participate
in a new arena of information and communication of global scale and scope. Almost everyone
everywhere has the opportunity to participate in cyberspace. Few states, if any, are able to control
the flow of information via cyber venues that cross their boundaries. All states are recognizing, to
one degree or another, that people matter - and sometimes they matter a lot.

The diffusion of social networking practices and growing use of mobile technologies — notably
social media for personal or political uses - has further reinforced the potential power of entities
other than the state. All of this affects the nature of the international system - structure, process,
and participation - while shaping an emerging and rapidly growing global civil society that
transcends traditional territoriality and sovereignty.

This Workshop focused on six questions:

e  What has changed, if anything, for people power and global politics?

e How do we listen to messages?

e What are the new threats and opportunities for governance?

e What are the impacts of cyberpolitics on democracies?

e What can we learn from experience on social media and social action?
e Are there new visions for the future?

This ECIR workshop is the second in a series of sustained deliberations and explorations involving
leading individuals in academia, government and business. The result of this workshop provides a
baseline for an evolving understanding of people, power and cyberpolitics. The ECIR Project seeks
to develop a new multidisciplinary field of scientific inquiry to provide the theories, tools, and
modes of inquiry relevant to unprecedented, new, complex, and rapidly changing conditions
created by the construction of cyberspace.

1. People Power & Global Politics: What has Changed?

The balance of power is shifting from the West to the East. The primacy of the Western powers is
being challenged by a ‘diffusion of power’ over a variety of states (east/west,
developing/developed) and to a variety of non-state actors (traditional and cyber) - all enabled by
technologies which flatten hierarchies and create more network-like structures. Information
Communication Technologies (ICT) and the lower barriers to access to these ICT tools for use in
political action have caused a fundamental shift in the future of ‘power’ - and the study and analysis
of it. The under-rated but very important impact of social media’s ability to carry video messages is
an example. The connections between those people who are on social media inside repressive
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regimes and the diaspora community outside of the country are an important element in the role of
social media in civic activities. There is a growing, central tension between transparency and
accountability - as different ICT technologies and platforms are subjected to a variable degree of
control.

Research priorities include a focus on the negative aspects of social media platforms and their
impact on democracy, the potential misuses of technologies by states for surveillance, and the
threat to the Internet by authoritarian governments. Communications through social media can
move at an extraordinary speed to get the story out and coordinate action.

2. How do we Listen?

What happens when people get bad, irrelevant, or unimportant messages? There are large
differences in rejection rates of partisan rumors by partisans, but not on non-partisan rumors.
Direct contradiction works well in the short term, but people don’t retain that, because of more
familiarity with the myth than the counter-evidence.

People have been communicating all the time but the notion of privacy has changed. For example,
social media posts have cut into email traffic and made it public. The young have a broadcasting
capability, and the consequences are unknown.

Opinions of activists now number in the millions of political opinions spread globally by ICT on a
daily basis. Various Social Language Processing techniques can be used in the strategic analysis of
individual speeches or large collections of social media data. Three issues are relevant to “how we
listen:” (a) The explosion of data - finding answers in the explosion of data is difficult, (b) Research
methods - basic vs. rather abstract models with practical applicability are important, and (c)
Quality of translation -different sets of methods can be applied to the original language or
translated language; human language is incredibly subtle.

There are enormous, emerging social science opportunities ahead - representing a historical shift
from studying to understanding and solving big societal issues and problems. Social scientists do
not care about the needle in the haystack (individual document classification); they care about the
haystack (category proportions).

3. What are Threats and Opportunities for Governance?

The fundamental difference of the Internet from other communication mediums is in changing
attitudes and getting people to act. It is affecting the propensity of people to act during a coup or
conflict. The source of credibility of the information and the fact that the sheer amount of
information and images can sometimes quickly contradict one another can impede action.

There are two generic ways of conceptualizing the effect of communication on the individual: (a)
through a change in attitude, and (b) through a propensity to act on your attitudes. The propensity
to act on one’s attitudes can be influenced by the low barriers to entry. Given the increasing
transparency in our lives, both positive and negative, government is both a dis-intermediary and an



intermediary. The matter of publicity turns the conversation to the notion of information that is not
necessarily hidden by a government, but information that a state actor is not anxious to make
public.

4. What are the Impacts of Cyberpolitics on Democracies?
Four hypotheses help shape the discourse:

e Analogical thinking hypothesis: some of the thinking in the field of politics and
technologies tries to draw the analogy between the experience of technology and the
technological domain. There is a plausible reason why this hypothesis is wrong: a
fundamental difference in demand.

e Disintermediation hypothesis: large organizations are less relevant because they reduce
the organizational friction and coordination costs.

e Public sphere hypothesis: allows more people to communicate, reducing the domination
of the public sphere by capital and capital equipment.

e Transparency hypothesis: make information more available, more credible and
legitimate.

e Organizational amplification hypothesis: amplifies the functions of existing organizations
gradually. Social media may allow for the sharing of this knowledge - which misses the
fact that there are resources necessary for collective action in addition to information.

Methods are being developed for individuals to voice their dreams and articulate their ideas about
how society should operate. The role of social media and its use by activists in relation to
government control is important. However, it is one of the tools in political activity or used with
the knowledge of being monitored. This means that communications are adaptive.

Two additional issues address broader processes: (1) Social media mobilization theory—the basic
premise is that it just takes a click of a mouse to use a mobile phone is suspect because the ability of
a government to shut down a system in the moment of political turmoil is unprecedented. (2)
Attention thesis—Facebook is thoroughly monitored by state actors; and media is posted, translated
and made available to media organizations by ‘bridge bloggers’ who then broadcast it; (i.e., Al-
Jazeera).

5. What can we Learn from Experience?

We now know that the future is not just about technology - but about socio-technology.
Authoritarian regimes have realized the power and danger of social media. As a result, censorship is
being stepped up. The challenge ahead is that while we can generally agree with current causes
taken up by those activists, we are arming with these subversive cyber tools: what happens when
we don’t agree with what they do?

The issues of risk (i.e., personal risk), relationships and the role of the Internet become salient. The
Internet lowers the cost of communication and the ability to penetrate networks and increases the
number of weak ties available to activists. Social media accelerates the spread of information and



its penetration of strong tie networks. In questioning why there is an assumption that the Internet
creates only weak links, findings indicate that an activist will show up with his or her brother rather
than someone he or she is friends with on Facebook.

The mainstream media enhanced the credibility of social media content because television
broadcasts acted as quality control. For example, social media did not cause the Egyptian uprising,
but it did impact the complex networks through which it occurred. New technologies are being
developed to connect with the world of policy makers.

6. What will the “Next Generation” of Challenges Bring?

There is something very powerful about the Internet, even though the mainstream experience is
trivial. At least three visions of the future can be identified:

Vision 1: The Future is one with more offense and defense

There are important fallacies in the study of cyberspace - namely, that the environment is reactive
and that, in principle, a bordered Internet is in fact possible. The dominance of ‘offensive postures’
in cyberspace is largely true. Offense beats defense in cyberspace. If we cannot do good offense, we
cannot do good deterrence - which leaves a circular state of affairs. There is a strong offensive
orientation in governmental thinking. Despite the systemic difference between autocratic and
democratic governments, both types of government are moving in the direction of being more
suppressive.

Vision 2: The Future is created by us today

The more important question is this: who is driving the future of the Internet? The domain name
system (DNS) is going to be a contentious area regarding control because of the ability to control
the user’s experience. In short, we must buy the future we want. Those who are funding the future
are also heavily involved in the design process. We should be asking, “Who should be shaping the
future Internet design?” In a mutual aid framework, it is a question of what granularity, how big the
group is and whether the countries would be willing to pay.

Vision 3: The future depends on emerging technologies

The baseline design of the Internet was one of decentralization both from a technical point of view
and from a political point of view. That baseline is rapidly changing, with the rise of centralized
applications such as Twitter or Amazon. We must figure out how to take a politically charged
matter and make it an engineering matter (or a technical problem). There is an abject need to focus
on the ‘future of technology’ as well as the ‘changes in society brought on by technology.’ It is
important to identify where the points of tectonic shifts are in the technology space.

End Note

This Executive Summary represents the general “state of the art” as seen by the Workshop
participants. It also provides something of a baseline against which to track future developments.
The discussion points new relevance of people in international relations, potential changes in
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power distributions, and emergent complexities for cyberpolitics. As we move forward, we must
address the following questions: Who controls cyberspace? What are emergent forms and uses of
social media that influence—enable or impede— how people-power unfolds over time? What are
the emergent contours of cyberpolitics? How will these affect power relations worldwide? There
are many more questions, to be sure, however, these are among the most pressing.
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